
 

 JOINT INFORMATION TECHNOLOGY AND FINANCE COMMITTEE MEETING MINUTES 
OCTOBER 6, 2020 

 
INFORMATION TECHNOLOGY COMMITTEE MEMBERS PRESENT: Griffith, Clary, Hicks, 
Fedler, Hogan, Ferguson, Ward    
INFORMATION TECHNOLOGY COMMITTEE MEMBERS ABSENT: None. 
FINANCE COMMITTEE MEMBERS PRESENT: Campbell, O’Brien, Hicks, Fedler, Hogan, 
Clary, Losaw, Ward, Griffith 
FINANCE COMMITTEE MEMBERS ABSENT: Skellie, Rozell  
SUPERVISORS: Hall, Henke, Wilson 
Debra Prehoda, Clerk of the Board  Al Nolette, County Treasurer   
Roger Wickes, County Attorney   Chris DeBolt, County Administrator  
Teri McNall, CIO Information Technology   
   
AGENDA AS PRESENTED IN COMMITTEE NOTICE: 
1.  Call to Order 
2.  Accept Minutes – September 8, 2020  
3.  County Attorney  
 A.  Cyber Security Report 
4.  Information Technology 
 A.  Projects Updates 
 B.  Review 2021 Budget Request   
5   Other Business 
6.  Adjournment 
 
Chairmen Griffith and Campbell called the meeting to order at 10:21A.M.  
 
A motion to accept the minutes of the September 8, 2020 meeting was moved by Mrs. Clary, 
seconded by Mr. Ward and adopted. 
 
COUNTY ATTORNEY: Roger Wickes, County Attorney, addressed the following items with the 
committee:    
• Cyber Security Report – handout attached. Reported that email activity is back to normal 

after the COVID shutdown. The security statistics indicates a spike in incidents in August. 
Blocked malware: 1,014 email based and 13 web based. Mentioned Tyler Technology that 
does a lot of our software had a ransomware incident within their environment. The IT CIO 
stated that Tyler Technology only provides support so there is no chance of us having a 
breach. Regarding the upcoming election, the County Attorney stated the voting machines 
are not connected to the internet and that is the way the New York system is set up. It is 
not possible to hack our voting machines through the internet. The Treasurer thanked the 
Cyber Security Officer, IT CIO, County Attorney and Board of Supervisors for the  
investment in the Cyber Security Officer position stating it is well worth it.   
 

INFORMATION TECHNOLOGY: Teri McNall, CIO, addressed the following items with the 
committee: 
• Projects Updates, handout attached. Kick off of the soft phone project which is currently at 

10% complete and she does not anticipate an issue.  
 

• 2021 Budget 
A.1680 – Listed as Data Processing in the budget and will change department title to reflect 
Information Technology – Budget sheets attached.  
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Personal Services 627,832  
Benefits 224,963  
Equipment 281,850  
Contractual 860,849  
Total 1,995,494  
Revenue $102,896. Interdepartmental revenue of $93,000 is a DSS chargeback for a 
shared employee.  Expenses: Put together a conservative budget for this year. Advised not 
to budget projects through the capital plan and they are included in the budget. Some 
additional maintenance contract expenses due to recent purchases. Software/IT 
Subscriptions totaling $270,765 is just indicative of what the software industry is doing now 
rather than paying a price and owning the system it does not work that way anymore but 
pay every month based on the number of users. The computer equipment line is new items 
to be purchased. The twenty (20) laptops are continued replacements.  

 
OTHER BUSINESS:  
 
COVID Reimbursement from FEMA – The County Administrator stated the County’s first 
application for funding has been submitted and the second is close to being ready to submit. 
Going forward they now have clear information from FEMA/DHS on what is reimbursed. If it is 
PPE and not tied directly to medical care it would not be reimbursed.   
 
Supervisor Laptops – Chairman Griffith and Teri McNall CIO Information Technology, have 
discussed what might be the best practice moving forward for the Supervisors from a remote 
location to have adequate views of information that is only on site here at the county. They 
have spoken about SharePoint service (software that’s built in to Microsoft 365). The IT CIO 
thinks the laptops are a great tool and they can have them available for anyone that needs 
one. It allows them to provide support if anyone is having a problem. She does not think it has 
to be a requirement that Supervisors take a laptop if they’d rather use their own device but 
understand that using your own devices leaves you without support and everything that goes 
along with that. She does strongly recommend considering requiring all Supervisors to use 
county email addresses because that gives them the ability to secure all the company 
information and anything to share privately could be done through creating a SharePoint site. It 
would all be protected by the county email address with the credentials and multi-factor 
authentication. SharePoint is essentially a website that is similar to an intranet that Supervisors 
would have to log in and be authenticated so information could be filed and available to share 
with Supervisors. Discussion would be needed on what information to have available in 
SharePoint and there is an in-house person who would design the site.  Brought this topic 
forward to let the Supervisors know this is an available option for consideration and for further 
discussion if interested. County issued laptops and email addresses have security/protections.  
 
The meeting adjourned at 11:01A.M.  
 
Debra Prehoda, Clerk  
Washington County Board of Supervisors 
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County Cyber Security Office 
         383 BROADWAY, FORT EDWARD, NY 12828   

PHONE (518)746-2106 – FAX (518)746-2137 
cyberaware@washingtoncountyny.gov 

    
 

 
 
 
 
 
 
 
 
 

Karen R Pratt 
Cyber Security Officer 

 
Cyber Report 

9/1/2020 – 9/30/2020 
 
                Email Transaction Statistics                      Security Statistics/151 Million Data Points       

      
  
 
Incident/Remediation Efforts 
 

• Received 34 general advisories/vulnerabilities/security updates.  Reviewed, distributed and remediated 
where necessary.   

• Received 9 advisories relating to elections subject.  Reviewed, distributed and remediated where 
necessary. 

• Shared with colleagues pertinent situational awareness notifications received via NYS and/or other 
resources.  

• Researched and discussed 19 inquiries of e-mail or other containing information or links that elevated 
suspicion.  

• Researched and discussed 16 alerts of abnormal file behavior within organization. 
 
 
Monthly Statistic of Interest – Blocked Malware 
 

• 1,014 email based 
• 13 web based 
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On Time Later than expected OverDue
Start Date Goal Status Item Description Dept Complete Latest Activity

10/19 2/20 In Process windows 10 deployement All computer up to windows 10 OS All 98%
Upgrading pcs that are compatible, 

replacing those that are not

11/18 6/20 In Process  Timekeeping software upgrade
Upgrade of time keeping software and move 

to cloud
All 90%

Working on final configuration and 
training

5/20 10/20 In Process Firewall phase 2 Server Networks All 90% In process
6/20 10/20 In Process Financial apps server upgrade Upgrade server All 10% In process

12/20 In Process Soft Phone installation Installation of servers/networking for Soft phone deploymentAll 10% Servers being built
12/19 12/20 In Process MDM solution deployment MDM solution to manage mobile devices All 20% Working with vendor to develop
8/20 12/20 not yet started Firewall phase 3 Full Segmentation All 0% pending phase 2



G/L Account Account Description
2018 Actual 

Amount
2019 Actual 

Amount
2020 Adopted 

Budget
2020 Amended 

Budget
2020 Actual 

Amount
2021 Department 

Requested
Fund   A - General Fund

EXPENSE
Department   1670 - Central Mail Totals $0.00 $0.00 $0.00 $0.00 $8,419.48 $0.00

Department   1680 - Data Processing
Personal Services

Salaries and Wages
A.1680.121 Regular Earnings 474,970.81 564,720.08 579,307.00 579,307.00 335,484.35 598,832.00

A.1680.121.PT Regular Earnings Part Time .00 .00 23,000.00 23,000.00 .00 24,000.00

A.1680.122 OT (1.0) .00 5.28 .00 .00 109.55 .00

A.1680.123 OT (1.5) 3,423.66 1,686.23 3,000.00 3,000.00 2,998.11 5,000.00

A.1680.126 Buyouts & Incentives 7,355.63 .00 .00 .00 .00 .00

A.1680.189 COVID .00 .00 .00 .00 95,122.69 .00

Salaries and Wages Totals $485,750.10 $566,411.59 $605,307.00 $605,307.00 $433,714.70 $627,832.00
Employee Benefits

A.1680.9010 State Retirement 66,566.18 66,644.16 .00 79,000.00 .00 74,906.00

A.1680.9030 Social Security/Medicare 33,620.43 39,502.36 .00 43,600.00 30,666.90 43,958.00

A.1680.9040 Workers Compensation 10,372.00 12,405.01 .00 15,155.00 15,154.93 11,527.00

A.1680.9060.01 Employee Benefits Hospital & Medical 
Insurance

120,105.11 126,330.29 .00 136,208.00 88,606.22 94,572.00

A.1680.9060.02 Employee Benefits Dental Insurance 791.63 808.57 .00 875.00 635.00 .00

Employee Benefits Totals $231,455.35 $245,690.39 $0.00 $274,838.00 $135,063.05 $224,963.00
Personal Services Totals $717,205.45 $812,101.98 $605,307.00 $880,145.00 $568,777.75 $852,795.00

Equipment
A.1680.2010 Office Equipment 504.00 .00 .00 .00 .00 .00

A.1680.2020 Computer Equipment 136,649.76 269,403.60 176,200.00 278,810.00 91,950.49 281,850.00

Budget Transactions
Level Transaction Number of Units Cost Per Unit Total Amount
Department Requested Coroner - tablet and keyboard/case 1.0000 650.00 650.00
Department Requested IT - Blade Phone room 1.0000 9,000.00 9,000.00
Department Requested IT - Cameras/storage - Existing and Burgoyne 1.0000 65,000.00 65,000.00
Department Requested IT - Laptops 20.0000 1,500.00 30,000.00
Department Requested IT - Switching A 1st 1.0000 7,300.00 7,300.00
Department Requested IT - Switching Burgoyne 1.0000 11,200.00 11,200.00
Department Requested IT - Symmetra replacement 1.0000 15,000.00 15,000.00
Department Requested IT - Timeclocks for Parks 2.0000 3,800.00 7,600.00
Department Requested IT - UPS Replacements include remote/tower 1.0000 30,000.00 30,000.00
Department Requested IT - Veeam server replacement - Burgoyne 1.0000 4,500.00 4,500.00
Department Requested Printers >500 1.0000 5,000.00 5,000.00

Budget Worksheet Report
Budget Year 2021
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G/L Account Account Description
2018 Actual 

Amount
2019 Actual 

Amount
2020 Adopted 

Budget
2020 Amended 

Budget
2020 Actual 

Amount
2021 Department 

Requested
Fund   A - General Fund

EXPENSE
Department   1680 - Data Processing
Equipment

Department Requested Public Defender - PC Replacement 1.0000 20,000.00 20,000.00
Department Requested Public Safety - Tower switch 1.0000 1,600.00 1,600.00
Department Requested Sheriff - Patrol PCs 1.0000 75,000.00 75,000.00

Department Requested Totals $281,850.00

A.1680.2625.99 Grants-Equip/Capital Other .00 .00 .00 .00 50,000.00 .00

Equipment Totals $137,153.76 $269,403.60 $176,200.00 $278,810.00 $141,950.49 $281,850.00
Contractual

A.1680.4010 Telephone 38,922.28 38,511.74 40,440.00 40,440.00 28,215.19 44,829.00

Budget Transactions
Level Transaction Number of Units Cost Per Unit Total Amount
Department Requested Circuits - County Internet, Connectivity to DPW/Parks/Salem 1.0000 36,351.00 36,351.00
Department Requested Telephone 1.0000 1,800.00 1,800.00
Department Requested Wireless - AT & T / Verizon 1.0000 6,678.00 6,678.00

Department Requested Totals $44,829.00

A.1680.4020 Postage 89.31 59.69 100.00 100.00 11.72 100.00

A.1680.4021 Non-Capital Software 12,762.00 .00 .00 16,800.00 .00 54,800.00

Budget Transactions
Level Transaction Number of Units Cost Per Unit Total Amount
Department Requested DSS - SQL - Migration Applesos 1.0000 9,000.00 9,000.00
Department Requested IT - Call Accounting software and upgrade 1.0000 7,800.00 7,800.00
Department Requested IT - Cyber Security - Varonis AD 1.0000 15,000.00 15,000.00
Department Requested IT - Remote environment upgrade 1.0000 8,000.00 8,000.00
Department Requested IT - Sophos EDR 1.0000 15,000.00 15,000.00

Department Requested Totals $54,800.00

A.1680.4030.01 office supplies Other 993.66 661.12 1,000.00 1,000.00 468.21 1,000.00

A.1680.4070 Dues & Subscriptions .00 50.00 .00 .00 50.00 500.00

A.1680.4071 Software/IT Subscriptions 11,105.00 174,470.09 264,004.00 269,604.00 227,186.60 270,765.00

Budget Transactions
Level Transaction Number of Units Cost Per Unit Total Amount
Department Requested Software - Subscription - County -  Email Backup 365 1.0000 10,800.00 10,800.00
Department Requested Software - Subscription - County - Disaster Recovery 1.0000 43,771.88 43,771.88
Department Requested Software - Subscription - County - Email 365 1.0000 115,000.00 115,000.00
Department Requested Software - Subscription - County - Remote Connectivity-MFA 1.0000 7,200.00 7,200.00
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G/L Account Account Description
2018 Actual 

Amount
2019 Actual 

Amount
2020 Adopted 

Budget
2020 Amended 

Budget
2020 Actual 

Amount
2021 Department 

Requested
Fund   A - General Fund

EXPENSE
Department   1680 - Data Processing
Contractual

Department Requested Software - Subscription - County - Zoom 1.0000 1,800.00 1,800.00
Department Requested Software - Subscription - County Clerk (Scheduling) 1.0000 4,000.00 4,000.00
Department Requested Software - Subscription - Cyber Security (Cyber Training) 1.0000 6,160.46 6,160.46
Department Requested Software - Subscription - Cyber Security (MSR) 1.0000 52,000.00 52,000.00
Department Requested Software - Subscription - IT - Dashboard/Remote mgmt/Ticketing 1.0000 23,566.16 23,566.16
Department Requested Software - Subscription - IT - Documentation/Password Management 1.0000 840.00 840.00
Department Requested Software - Subscription - IT - SQLFTP 1.0000 400.00 400.00
Department Requested Software - Subscription - Photo software for website 1.0000 414.65 414.65
Department Requested Software - Subscription - Training online (Linked/In) 1.0000 1,811.25 1,811.25
Department Requested Software - Subscription -Veteran's (VetPro) 3.0000 1,000.00 3,000.00

Department Requested Totals $270,764.40

A.1680.4089 Subscriptions/Books .00 .00 .00 .00 (50,000.00) .00

A.1680.4090.14 Travel Other 550.79 81.16 .00 .00 .00 1,100.00

Budget Transactions
Level Transaction Number of Units Cost Per Unit Total Amount
Department Requested New World Conference 1.0000 1,100.00 1,100.00

Department Requested Totals $1,100.00

A.1680.4100 Printing 58.96 .00 .00 .00 .00 .00

A.1680.4120 Maintenance Contract 342,431.58 354,030.68 377,251.00 377,251.00 239,754.93 470,605.00

Budget Transactions
Level Transaction Number of Units Cost Per Unit Total Amount
Department Requested Contracted Services-ABS Customer Care 6.0000 8,000.00 48,000.00
Department Requested Equipment - BOE  (paper folding printer/scanner) 1.0000 460.00 460.00
Department Requested Equipment-Air Conditioner (LaPans) 1.0000 3,192.00 3,192.00
Department Requested Equipment-County Switching/Routing (39 devices) 1.0000 19,769.88 19,769.88
Department Requested Equipment-Servers (5 devices) 1.0000 2,084.69 2,084.69
Department Requested Equipment-Symmetra/UPS (4 devices) 1.0000 7,894.95 7,894.95
Department Requested Equipment-Wireless (6 devices) 1.0000 725.76 725.76
Department Requested Software - Assigned Council (3 licenses - PDCMS) 3.0000 500.00 1,500.00
Department Requested Software - BOE (3 systems-Voter Reg/eBalloting/Management) 1.0000 47,790.00 47,790.00
Department Requested Software - County - Backup Software V 1.0000 8,000.00 8,000.00
Department Requested Software - County - Certificates (4 certificates) 1.0000 1,798.65 1,798.65
Department Requested Software - County - Cyber Security (Analytics-Varonis) 1.0000 11,426.96 11,426.96
Department Requested Software - County - Laserfiche (scanning) 1.0000 7,349.93 7,349.93
Department Requested Software - County - Phone System Maint 1.0000 8,300.00 8,300.00
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G/L Account Account Description
2018 Actual 

Amount
2019 Actual 

Amount
2020 Adopted 

Budget
2020 Amended 

Budget
2020 Actual 

Amount
2021 Department 

Requested
Fund   A - General Fund

EXPENSE
Department   1680 - Data Processing
Contractual

Department Requested Software - County - Remote Access (Citrix) 1.0000 2,461.10 2,461.10
Department Requested Software - County - Virtual Environment (2 systems) 1.0000 23,738.30 23,738.30
Department Requested Software - County - Website (4 sites and media feeds) 1.0000 16,822.30 16,822.30
Department Requested Software - County - Wireless (55 devices-management software) 1.0000 3,008.65 3,008.65
Department Requested Software - County Attorney (Amicus) 1.0000 5,972.40 5,972.40
Department Requested Software - District Attorney (NYPTI) 1.0000 9,500.00 9,500.00
Department Requested Software - DPW (2 systems-AutoCad & Fleet Mgmt) 1.0000 10,006.04 10,006.04
Department Requested Software - Personnel (Kronos Time & Attendance) 1.0000 29,001.00 29,001.00
Department Requested Software - Public Defender (6 licenses PDCMS) 6.0000 500.00 3,000.00
Department Requested Software - Real Property (4  systems-GIS / tax collection) 1.0000 34,545.00 34,545.00
Department Requested Software - Sheriff (3 systems Axon/NetMotion/Utility) 1.0000 70,492.90 70,492.90
Department Requested Software - Treasurer (3 systems-Financials & Tax Collection) 1.0000 93,763.67 93,763.67

Department Requested Totals $470,604.18

A.1680.4170 Education/Training/Staff Developement 1,175.00 10,953.92 4,000.00 4,000.00 .00 1,400.00

Budget Transactions
Level Transaction Number of Units Cost Per Unit Total Amount
Department Requested IT Director's Conference (300 Spring, 150 Fall) 1.0000 450.00 450.00
Department Requested New World Conference - Attendance fee 1.0000 950.00 950.00

Department Requested Totals $1,400.00

A.1680.4220 Advertising/Publicity 1,593.40 .00 .00 .00 .00 .00

A.1680.4260 Mileage Expenses/Car Pool 218.25 436.14 750.00 750.00 310.50 750.00

A.1680.4320.01 Repair & Maintenance Other 4,281.40 3,567.36 5,000.00 5,000.00 474.00 5,000.00

A.1680.4360 Computer Supplies 24,898.67 42,603.34 94,000.00 162,920.00 4,557.29 10,000.00

Budget Transactions
Level Transaction Number of Units Cost Per Unit Total Amount
Department Requested Equipment <$500 (monitors, printers, etc) 1.0000 8,000.00 8,000.00
Department Requested Other (cables, mice, keyboards, etc) 1.0000 1,000.00 1,000.00
Department Requested Toner 1.0000 1,000.00 1,000.00

Department Requested Totals $10,000.00

A.1680.4420 Outside Services 11,016.15 4,435.00 .00 .00 .00 .00

A.1680.4625.01 Grants Other .00 48,587.39 .00 .00 .00 .00

Contractual Totals $450,096.45 $678,447.63 $786,545.00 $877,865.00 $451,028.44 $860,849.00

Department   1680 - Data Processing Totals $1,304,455.66 $1,759,953.21 $1,568,052.00 $2,036,820.00 $1,161,756.68 $1,995,494.00
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